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RECOMMENDATIONS

�$�_�b�v���u�;�r�o�u�|���r�u�;�v�;�m�|�v���|�_�;���u�;�v�†�t�|�v���o�=���o�†�u���-�m�-�t�‹�v�b�v���o�=���1�‹�0�;�u�v�;�1�†�u�b�|�‹���|�u�;�m�7�v���-�m�7���0�;�v�|���r�u�-�1	ž�1�;�v�:��
���-�v�;�7���o�m���|�_�b�v���u�;�ˆ�b�;�‰���o�=���|�_�;���-�ˆ�-�b�t�-�0�t�;���7�-�|�-�7���_�;�u�;���-�u�;���u�;�1�o�l�l�;�m�7�-	ž�o�m�v���=�o�u���;�m�_�-�m�1�b�m�]���|�_�;���v�;�1�†�u�b�|�‹��
�o�=���v�‹�v�|�;�l�v���-�m�7���7�-�|�-���‰�b�|�_�b�m���-�m�‹���o�u�]�-�m�b�Œ�-	ž�o�m�:��

ABOUT CYE
���+���=�v���1�‹�0�;�u�v�;�1�†�u�b�|�‹���o�r	ž�l�b�Œ�-	ž�o�m���r�t�-�•�o�u�l�7�����‹�ˆ�;�u�7���;�m�-�0�t�;�v���0�†�v�b�m�;�v�v�;�v���|�o���-�v�v�;�v�v�7���t�†�-�m	ž�=�‹�7��
�-�m�7���l�b	ž�]�-�|�;���1�‹�0�;�u���u�b�v�h���v�o���|�_�;�‹���1�-�m���l�-�h�;���0�;�‚�;�u���v�;�1�†�u�b�|�‹���7�;�1�b�v�b�o�m�v���-�m�7���b�m�ˆ�;�v�|���b�m���;�@�;�1	ž�ˆ�;��
�u�;�l�;�7�b�-	ž�o�m�:�����+�����1�o�l�0�b�m�;�v���|�;�1�_�m�o�t�o�]�‹���‰�b�|�_���u�;�7���|�;�-�l���-�1	ž�ˆ�b�|�‹���|�o���7�;�t�b�ˆ�;�u���|�_�;���l�o�v�|��
�1�o�l�r�u�;�_�;�m�v�b�ˆ�;���o�u�]�-�m�b�Œ�-	ž�o�m�-�t���v�;�1�†�u�b�|�‹���-�v�v�;�v�v�l�;�m�|�v���-�m�7���1�o�m�|�;�Š�|�†�-�t���u�b�v�h���-�m�-�t�‹�v�b�v���-�m�7��
�b�m�v�b�]�_�|�v�:���)�b�|�_���_�;�-�7�t�†�-�u�|�;�u�v���b�m�����v�u�-�;�t���-�m�7���o�L�1�;�v���b�m�����;�‰���+�o�u�h���-�m�7�����o�m�7�o�m�7���|�_�;���1�o�l�r�-�m�‹��
�v�;�u�ˆ�;�v���
�o�u�|�†�m�;���”�•�•���-�m�7���l�b�7�J�l�-�u�h�;�|���1�o�l�r�-�m�b�;�v���b�m���l�†�t	ž�r�t�;���b�m�7�†�v�|�u�b�;�v���-�u�o�†�m�7���|�_�;���‰�o�u�t�7�:��
���+�����b�v���=�†�m�7�;�7���0�‹����� �$�����u�b�ˆ�-�|�;�����t�†�b�|�‹���-�m�7���v�’���o�u�|�_�:���(�b�v�b�|���†�v���-�|���1�‹�;�v�;�1�:�1�o�l�:��

Invest in capabilities and not tools. Build the basic foundations.
���u�]�-�m�b�Œ�-	ž�o�m�v���o�[�;�m���b�m�ˆ�;�v�|���b�m���|�o�o�t�v�7���‰�_�b�1�_���u�;�v�†�t�|���b�m���-���t�-�u�]�;�u���-�‚�-�1�h���v�†�u�=�-�1�;�7���u�-�|�_�;�u���|�_�-�m���l�o�u�;���1�-�r�-�0�b�t�b	ž�;�v�:��
���o�o�h���=�o�u���-���r�u�o�ˆ�b�7�;�u���|�_�-�|���u�;�r�t�-�1�;�v���|�o�o�t�v���‰�b�|�_���1�-�r�-�0�b�t�b	ž�;�v���0�‹���1�o�l�0�b�m�b�m�]���|�;�1�_�m�o�t�o�]�‹�7���r�;�o�r�t�;�7���-�m�7���r�u�o�1�;�v�v�;�v��
�|�o���l�-�m�-�]�;���o�u�]�-�m�b�Œ�-	ž�o�m�-�t���u�b�v�h���-�m�7���;�m�-�0�t�;���o�u�]�-�m�b�Œ�-	ž�o�m�v���|�o���u�;�1�t�-�b�l���1�o�m�|�u�o�t���o�=���|�_�;�b�u���1�‹�0�;�u���u�;�v�b�t�b�;�m�1�;�:

Develop an integrated approach to cybersecurity with board-level 
accountability.
�$�_�;���0�o�-�u�7���l�†�v�|���0�;���b�m�ˆ�o�t�ˆ�;�7���b�m���7�;�1�b�v�b�o�m�v���-�0�o�†�|���|�_�;���1�o�l�r�-�m�‹�=�v���1�‹�0�;�u���r�o�t�b�1�‹�:���$�_�b�v���b�v���|�_�;���o�m�t�‹���‰�-�‹��
�|�_�-�|���l�-�m�-�]�;�l�;�m�|���‰�b�t�t���†�m�7�;�u�v�|�-�m�7���|�_�;���u�b�v�h�v���-�m�7���|�_�;���t�;�ˆ�;�t���o�=���C�m�-�m�1�b�-�t���b�m�ˆ�;�v�|�l�;�m�|���u�;�t�†�b�u�;�7���|�o��
�r�u�o�|�;�1�|���|�_�;���1�o�l�r�-�m�‹�:

Thoroughly assess your situation, quantify your risk, and prioritize 
mitigation based on data.
�$�o���r�u�o�r�;�u�t�‹���r�u�b�o�u�b	ž�Œ�;���l�b	ž�]�-	ž�o�m���-�m�7���-�t�t�o�1�-�|�;���u�;�v�o�†�u�1�;�v�7���o�u�]�-�m�b�Œ�-	ž�o�m�v���m�;�;�7���|�o���†�m�7�;�u�v�|�-�m�7���|�_�;���u�b�v�h�:��
���m�ˆ�;�v�|���b�m���1�‹�0�;�u���u�b�v�h���t�†�-�m	ž�C�1�-	ž�o�m���0�‹���b�7�;�m	ž�=�‹�b�m�]���-�t�t���|�_�u�;�-�|�v���=�u�o�l���-�t�t���-�‚�-�1�h���v�†�u�=�-�1�;�v�7���-�v�v�;�v�v�b�m�]���‰�_�b�1�_��
�ˆ�†�t�m�;�u�-�0�b�t�b	ž�;�v���-�m�7���C�m�7�b�m�]�v���-�u�;���u�;�t�;�ˆ�-�m�|���|�o���|�_�;���o�u�]�-�m�b�Œ�-	ž�o�m���-�m�7���_�o�‰���|�_�;�v�;���l�-�‹���1�o�l�r�u�o�l�b�v�;��
�0�†�v�b�m�;�v�v�J�1�u�b	ž�1�-�t���-�v�v�;�|�v�:�����o�m�v�b�7�;�u���|�_�;���C�m�-�m�1�b�-�t���1�o�m�|�;�Š�|���o�=���1�u�b	ž�1�-�t���-�v�v�;�|�v���-�m�7���†�v�;���v�|�-	ž�v	ž�1�-�t���7�-�|�-���|�o��
�;�v	ž�l�-�|�;���|�_�;���t�b�h�;�t�b�_�o�o�7���o�=���0�u�;�-�1�_���|�o���|�_�;�v�;���-�v�v�;�|�v�:�����t�-�m���l�b	ž�]�-	ž�o�m���-�u�o�†�m�7���|�_�b�v���7�-�|�-�7���‰�_�b�t�;���b�m�ˆ�;�v	ž�m�]��
�b�m���1�o�l�r�u�;�_�;�m�v�b�ˆ�;���v�o�t�†	ž�o�m�v���|�_�-�|���-�7�7�u�;�v�v���u�o�o�|�J�1�-�†�v�;���b�v�v�†�;�v�:


